
FIG. 1
COMPLIANCE-FIRST AI OPERATING SYSTEM (100)

ADVISOR MESSAGE INPUT (110)
multi-model chat, SSE streaming (160)

FOUR-LAYER PII DETECTION PIPELINE (120)

L1 REGEX — 31 patterns (121)
SSN, acct, card, DOB, phone

L2 FIN RECOGNIZERS (122)
CUSIP / ISIN / account

L3 ALLOW-LIST — 60+ (123)
suppress false positives

L4 NEURAL NER (124)
local Gemma; graceful fallback

PROMPT-INJECTION DETECTION (130)
23 patterns / 6 categories; weighted score threshold

PER-USER GUARD MODE GATE (140): off / warn / block / redact + admin minimums

REDACTION + ENCRYPTED MANIFEST (150)
placeholders <ENTITY_TYPE_N> map to originals

EXTERNAL LLM (160)
Claude Sonnet/Opus/Haiku

INLINE TOOL
ORCHESTRATION (170)

20 tools; up to 5 rounds

STREAMING REHYDRATOR (180)
re-inserts originals locally before display

redacted stream

ADVISOR DISPLAY

IMMUTABLE APPEND-ONLY AUDIT TRAIL (190)
original + redacted content, PII results, tool calls, tokens, cost — SEC Rule 204-2 retention

COMPLIANCE CENTER (195)
examiner-ready AI tool inventory,

PII incident dashboard, disclosures

EXPORT GENERATORS (198)
branded CSV / PDF / PPTX;
1-hour UUID-scoped cache
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